We demonstrate the first 10GHz clock-rate, differential-phase-shift-keyed quantum key distribution system on a 10Gb/s multi-user WDM-PON network. A dual feeder fiber scheme is used to reduce spontaneous Raman scattering-induced inter-channel cross-talk.
Introduction
Quantum cryptography, or quantum key distribution (QKD), offers the potential for secure cryptographic key distribution with secrecy guaranteed by quantum mechanics [1] . This paper focuses on applications of QKD on multi-user access networks [2] , and specifically on the wavelength-division-multiplexed passive-optical-network (WDM-PON) network topology. As illustrated in Fig.1 , these virtual point-to-point networks enable the connection of end-users to central network nodes using a purely passive fiber and filter plant with no intervening electronic switches or routers. Each user is allocated a pair of dedicated wavelengths; one for upstream (US) communications (to the user) and one for downstream (DS) communications (from the user). Arrayed waveguide grating (AWG) filters are used to multiplex/demultiplex signals entering the feeder fiber, and the AWG in the remote node (RN) has a cyclic property that enables a single drop fiber to be used to connect each user, which reduces cost. Here we propose to further exploit the cyclic property of the AWG to add an additional QKD wavelength channel for each user for encryption applications. Since the US and DS channel powers are ~10 7 times higher than the QKD channel powers it is essential to minimize cross-talk to achieve low error rate, secure operation of the QKD system. As demonstrated below, it is possible to reduce cross-talk due to filter leakage to negligible levels using standard AWGs and filters. However, some of the photons in the conventional channels will undergo spontaneous inelastic Raman scattering, which is generated symmetrically in both the forward and reverse directions over a spectral width of >240nm [3] . Unless suitable mitigation schemes are employed the resulting Raman cross-talk prevents QKD. Detailed studies on the impact of spontaneous Raman scattering on QKD systems can be found in [3, 4] . Here we introduce a simple, but highly effective scheme which uses a second shared feeder fiber to significantly reduce the effects of Raman. The scheme has enabled the first demonstration of QKD on a high speed (10Gb/s) WDM-PON, to the authors' knowledge.
Experimental Setup
Two experimental configurations were used; a conventional single feeder scheme as illustrated in Fig. 1 (not shown in Fig.2 for simplicity) and the dual feeder design shown in Fig. 2 . The latter comprised: user, remote node, central node and feeder and drop sections. The total system span could be varied in the range 4-12km using different lengths of standard SMF fiber in order to represent typical access network transmission distances. The wavelength plan was based on a 1×16, 100GHz channel spacing, Cyclic AWG with a Free Spectral Range of ~13nm, which was located at the RN position. Hence, the network could potentially support up to 16 users (i=1-16), with each assigned 3 wavelengths for US, DS and QKD: λ USi (1559.03nm-1571.17nm), λ DSi (1546.11nm-1558.16nm), and λ QKDi (1533.41nm-1545.36nm). At various points in the network, low cost C-band splitting Red/Blue (R/B) filters were used to multiplex/demultiplex (mux/demux) the QKD channel band and the US+DS channel bands. However, due to the finite width (~20nm) of the Red passband (long wavelength cut-off at 1563nm), it was not possible to accommodate all 32 DS and US channels in the current experiment. This limited the maximum number of users supplied with all 3 wavelengths in the experiment to 4. Nevertheless, with optimized filters the network could be fully populated. At the user end, a R/B filter was used to mux the US and QKD channels into the drop fiber and also to suppress (>30dB) the Amplified Spontaneous Emission (ASE) from US laser at λ QKDi . A further R/B filter was used at the RN to direct the QKD channels through the lower feeder fiber shown in Fig. 2 , whilst the US and DS channels were carried by the upper feeder fiber. In the conventional single feeder configuration, this R/B filter was moved to the central node. At the central node, standard, 40×100GHz channel spacing, Gaussian pass-band, AWGs a1504_1.pdf a1504_1.pdf a1504_1.pdf
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OTuK2.pdf 978-1-55752-884-1/10/$26.00 ©2010 IEEE were used to mux/demux the US, DS and QKD channels. All AWGs were temperature controlled to maintain wavelength channel alignments. The US channel sources were tunable external cavity lasers (ECLs), one of which was externally modulated by an Electroabsorption Modulator (EAM) driven by a 10Gb/s 2 7 -1 non-return-to-zero (NRZ) pseudo-random bit sequence (PRBS) generated by a pulse pattern generator (PPG). The US signal was detected by a PIN receiver (Rx) and a 10GHz clock recovery circuit. The DS channels were emulated by a bank of DFBs (13 were available), which were externally modulated using a Lithium Niobate Mach-Zehnder Modulator (MZM) driven by a 10Gb/s NRZ 2 31 -1 PRBS. The DS signal was detected at the user via a circulator and PIN Rx. The mean US and DS fiber launch powers were set to typical practical values of 0dBm per channel to ensure realistic levels of Raman cross-talk. The quantum channel source was a tunable ECL, which was data encoded by a phase modulator (PM) driven by 10Gb/s 2 7 -1 NRZ PRBS to generate a sequence of 0 and π phase shifts in a differential phase shift keyed (DPSK) QKD scheme [5] . Although a short PRBS was used for test purposes in the experiments, a fully-implemented QKD system would require a truly random bit sequence. The PM output was then pulse-carved by a MZM driven by the 10GHz clock from the PPG to generate a sequence of 40ps duration, returnto-zero (RZ) pulses. Prior to transmission, the QKD source was attenuated to the single photon level, with mean photon numbers µ of 0.2 photons/pulse. At the central node, a one-bit-delay interferometer (~2dB insertion loss) and a pair of superconducting single photon detectors (SSPDs) with mean detection efficiencies of 1.8% and dark count rates of less than 150Hz were used to detect the DPSK QKD signals. Analysis of the output photocount sequence was performed by a Time Interval Analyzer (TIA), which was synchronized to the QKD transmitter via the divided clock (78.1MHz) recovered from the 10Gb/s US channel, Fig. 3 shows the back-scattered spectrum measured via a circulator at the central node in the conventional single feeder system with only the 13 DS channels switched on. The peaks are due to Rayleigh scattering while the broad background is due to spontaneous Raman scattering, which covers the entire C band including the QKD channel band. Figure 4 shows the results of experiments that quantify the resulting cross-talk for the single and dual feeder fiber configurations via the Raman count rate measured using one of the SSPDs at the input to the DPSK demodulator. The results are shown as a function of drop+feeder fiber length, and the US and DS channel contributions are evaluated separately. For the single feeder case, the total Raman count is dominated by the backward scattering from the 13 DS channels in the feeder fiber and is up to 4.4 times larger than the predicted QKD channel photocount. The DS Raman contribution scales approximately linearly with the number of channels (as shown by the data obtained for 1DS channel) and hence would increase further for a fully populated system with 16 DS channels. This clearly demonstrates that low quantum bit error rates (QBERs) would not be achievable in the single feeder system. In contrast, in the dual feeder case, the back-scattered Raman generated by the DS channels does not enter the second feeder fiber which connects to the QKD Rx. In addition, the forward-scattered Raman is also blocked from entering the second feeder fiber by the high directivity of the R/B filter (>60dB) at the RN. As a result, the forward-scattered Raman from the US in the drop fiber becomes the dominant contribution. This leads to a dramatic reduction in total Raman count to a maximum of 2% of the expected QKD count rate, which should result in small QBER penalties of 1% (on average only half of Raman counts lead to errors) The reduction is due partly to the fact that the drop fiber is generally shorter than the feeder and partly due to the fact that Raman originating in the drop fibre is attenuated by the loss of the Cyclic AWG at the RN (4dB). However, the main difference arises from the filtering action of the latter, which ensures that for the i th user, only the slice of Raman centered at λ QKDi generated by the user's US channel and drop fiber can pass through the assigned cyclic AWG port and reach the QKD Rx; Raman from all other users' US channels is blocked. Hence the addition of more users to the network does not increase the Raman cross-talk for any individual user. This conclusion is confirmed by the experimental point obtained with 2 US channels (users), which is the same as for the single US case within experimental error. The scheme retains the cost benefits of single fiber connections to end users and adds only a cost shared element -the second feeder fiber -to the system. Fig. 3 . Back-scattering spectrum from 13DS channels in single feeder configuration. Following Raman evaluation, the set-up was configured as shown in Fig 2 with 8km feeder and 2km drop fibers and QKD experiments were performed. Open, high contrast ratio (~16dB) DPSK eyes (Fig. 5) were measured at the QKD Rx before attenuation (µ>>1). A QBER of ~2.5% is expected from this finite extinction ratio. Fig. 6 shows a typical example of a photocount histogram measured at the one (constructive interference for π phase shift) port of the DPSK demodulator over many PRBS pattern repetitions. The contrast between the maxima (one) and deepest minima (zero) levels is high indicating the potential for low QBER transmission. However, significant Inter-Symbol Interference (ISI) can be inferred from the relatively shallow minima observed between consecutive ones. This arises from the ~40ps timing jitter of the SSPDs, which is a significant fraction of the 100ps bit period. To reduce the errors due to ISI, a windowing technique was used that rejected any counts occurring outside of the central 20ps of each bit period [5] . The QBER values for 1second long bursts of quantum data were then evaluated using the windowing technique. The results for emulated users 1-4 were: 2.9%. 3.7%, 3.9% and 3.6% for QKD wavelengths of 1535.79nm, 1536.58nm, 1537.38nm and 1538.18nm, respectively. The resulting mean QBER value of 3.5% is similar to the value of 4% achieved in [5] for 200km a point-to-point DPSK QKD system with no DWDM classical channels. The QBER is mainly dominated by the finite interference contrast ratio in the system (2.5%), with only ~1% arising from residual Raman generated mainly by the US channel. This result demonstrates the effectiveness of the dual feeder scheme in reducing Raman cross-talk in the system. For reference, the raw key distribution rate for user 1 was 1.3Mb/s, which decreased to 338kb/s after windowing. 
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Results and Discussion
Conclusion
We have presented a novel dual feeder fiber Raman mitigation technique that has enabled the first demonstration of 10GHz-clock rate, C-band based DPSK QKD on a WDM-PON with negligible cross-talk penalties. The mitigation scheme is also applicable to other QKD protocols such as BB84 [1] .
